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Introduction 

The development of the Internet of Things is a revolution for mankind, as it is going to change the way citizens interact with their environment.  Its full and global introduction is very difficult as many factors intervene in the process (institutions, business, people, etc.) and it has to be perfectly synchronized to achieve a satisfactory result.

For this reason, it is indispensable to carry out a good standardisation process defining the adequate verification methods in the introduction of the Internet of Things.  In order for everything to work in an orderly and adequate manner, it is necessary to have a series of standards defining the way to implement and use each of the elements.

The definition and setting up of a set of adequate standards will guide each of the elements intervening in the process for a correct and even application of the requirements. These standards will enable all of us to fit in the transformation that the Internet of Things will represent.

Without a clear definition of standards, market and companies’ commercial interests would lead each of them to apply their own technologies and definitions, resulting in a non-uniform set of access systems to information on things, and in the particular case of persons with disabilities this would certainly mean their exclusion.

Standardisation will allow the fulfilment of a series of basic principles so that the system works correctly and nobody remains excluded from using it.  So, an important aspect is to ensure privacy of communications, preventing the information transmitted from being used to identify the person sending it.  In this regard, it is especially important in the world of disability to protect sensitive information related to each person’s limitations.

Another aspect to be taken into account is security and data protection. The systems must be able to authenticate transmissions at the level of both device and user.  This will force the use of mechanisms for individual identification (passwords, ‘captchas’, etc.) and it will be important for them to be accessible for all types of people.

It is also necessary for automated decisions taken by objects on our behalf not to make us feel controlled or dominated by the machines.  For this, users will have to be consulted as much as possible to ensure their autonomy in the decision-making process.  Furthermore, it is necessary to apply criteria of equity and social justice so that those new systems can reach all types of people, regardless of their abilities and even their economic and social level.  Finally, it is important to build users’ trust in the system by ensuring that the use made of data, their storage and their access is adequate at all times.

Another important aspect is the infrastructure supporting the Internet of Things and the way the various service providers will interact.  The Internet of Things will have to use the infrastructure and functionalities already existing in the Internet, and fulfil the standards set by the monitoring bodies. But it will also be necessary to have a specific body monitoring the Internet of Things, which will be in charge of administering the specific infrastructure needed and its special functions in addition to the already existing ones for the Internet.

From the accessibility point of view, the ideal setting would be a unique global infrastructure for the Internet of Things, controlled by the mentioned central body, with several service providers which could be accessed from different platforms.  These platforms would be responsible for the implementation of accessibility needed to ensure universal access.

Another important aspect to be taken into account is the interface through which the information is obtained on objects of the Internet of Things.  Data must be available through various communication channels and must be adapted to the functional diversity of the person using it and having access to the information. For example, in the case of a deaf person, data can be made available through a written text but they should not reach that person through an audio with synthesized text. On the contrary, in the case of a blind person, ideally the channel should be just the opposite, it is preferable to get data though an audio channel rather than through a written text.  Standardisation to be carried out in this aspect must enable the existence of different channels to obtain information and offer the possibility for each user to chose the one which is best adapted to his/her characteristics and also his/her current situation.

It is also important to unify the granularity of information.  Data referring to any object must reach the same detailed level of information to be useful and comparable for all users.  There would be no point in obtaining a lot of information from an object, and very little from a similar one near it.  Furthermore, the language used to offer the information must be constant and straightforward.  This aspect is of special relevance to people with intellectual disabilities, and even to older people, as they must get ordinary and straightforward information so they can understand it without difficulties.

As regards contents, it is important that standards set the kind of information to be produced for each type of object.  In order for the platform offered by the Internet of Things to be useful for everybody, it is necessary to define which information must be provided by the objects. This information must also include aspects of the objects which cannot be obtained directly by everyone.  For example, a garment should include information on its colour and/or design so that a blind person obtains these details which he/she cannot obtain by him/herself.

Overall standards defined to lay the foundations of the Internet of Things will have to ensure the fulfilment of policies mentioned in the current document (privacy, security, data protection, autonomy, trust, etc.) and they must also achieve accessibility, understood as the possibility to have access to objects regardless of learning or physical or sensorial abilities of a person, his/her economic circumstances, etc., in other words, seeking to ensure universal accessibility. These accessibility criteria must be compatible and coexist adequately with the mentioned criteria, equally important, of data security and integrity, privacy, decision-making ability of users, etc.

The fulfilment of all these values is essential to ensure universal access to the Internet of Things and achieve that all people, regardless of their abilities, enjoy in full independence the advantages and benefits provided to society by this new technological development.  In the particular case of disability, this is essential because if characteristics of people with disabilities are taken into account from the outset and standards adapted to their needs are established, access to the new environment will be easy and useful to them, and they will not remain excluded from the progress that the Internet of Things will mean for the population in general, and for these people in particular, as this new environment, adequately implemented, can considerably improve their quality of life and offer solutions to their own limitations.

Respondent details

Section 1: Privacy


Q1. Bearing in mind that important benefits for society as a whole, such as in smart transportation systems, smart cities, pollution control, and sustainable consumption, are to be expected with IoT systems, it may be acceptable that data are used beyond the sole purpose of the application (e.g., for a service provider to run statistics on your smart meter usage).

Agree

Q2. I do not expect any benefit from IoT applications.

Disagree 

Q3. Traditional data protection principles include fair and lawful data processing; data collection for specified, explicit, and legitimate purposes; accurate and kept up-to-date data; data retention for no longer than necessary. Do you believe that additional principles and requirements are necessary for IoT applications? NB: in case your answer is "agree"/"strongly agree", please specify what additional principles should be addressed in free text box below.

Agree

Q4. Data Protection Impact Assessments (DPIA) are contemplated for the deployment of applications involving personal data. IoT-based applications require to develop IoT-specific DPIA guidelines. A DPIA consists in methodology and tools making it possible to verify that an on-line application satisfies with all the regulatory and legislative requirements governing the handling of personal data, before launching the application.

Agree

Q5. Please insert comments here, if you wish – maximum 10 lines

We believe that additional principles are needed, in particular to ensure the accessibility of data in the context of IoT applications. There is also a need for clear and accessible guidelines for blind and partially sighted people, explaining what data is collected and for what purpose, and how to access the data collected and amend it. 

Section 2: Safety and Security


Q1. Guidelines and standards should be created to ensure data confidentiality, integrity and availability

Strongly agree

Q2. Guidelines and standards should define policy enforcement principles and requirements.

Strongly agree

Q3. Data life cycle management in the IoT infrastructure includes data creation, processing, sharing, storing, archiving, and deletion of data. Guidelines should be developed to ensure secure and trusted data life cycle management.

Strongly agree

Q4. Guidelines should be created to determine reliability of data and to verify the authenticity/source of data (data provenance).

Strongly agree

Q5. Autonomous control systems whose behaviour may have safety implications (e.g., decisions taken for a car, or made with sensed health data) should be regulated by generic IoT policy principles.

Strongly agree

Q6. The development of guidelines to respect safety and security requirements should be kept to a minimum in view of not compromising the economic viability of IoT applications.

Disagree
Q7. Please insert a comment here, if you wish – maximum 20 lines

Any guidelines developed for safety and security requirements of IoT applications must be comprehensive and ensure accessibility. IoT is not a 'stand alone' concept, it is a means to an end, so we believe that the relevant authorities responsible for services that will be delivered through the IoT should be overseeing the development of guidelines to that effect - for example health authorities should be involved in the development of guidelines for safety and security requirements of health-related IoT applications; authorities responsible for social care should be involved in the development of guidelines for safety and security requirements of social and home care IoT applications; and so on.

Section 3: Security of critical Internet of Things supported infrastructures

Q1. The future architecture of the Internet of Things may determine accessibility to information and information flows for unwanted intruders. Such future architecture should be based on reference design principles.

Strongly agree

Q2. Public sector role is crucial in driving the definition of the security of future architecture for the IoT.

Strongly agree

Q3. Policy makers should provide guidance on security-by-design and applicable security technologies.

Strongly agree

Q4. Please insert a comment here, if you wish – maximum 10 lines

Section 4: Ethics - Group 1 – ethical issues

Q1. Identity: IoT applications pose threats to the protection of an individual's identity

Agree

Q2. Identity: IoT applications could change our sense and definition of personal identity.

Agree

Q3. Autonomy: Insofar as possible, IoT applications should operate under "explicit consent" by its users as with other ICT applications

Agree

Q4. Autonomy:It is not possible for IoT applications to operate under explicit consent; alternative solutions to safeguard autonomy should be sought.

NB: if your answer is "agree/strongly agree", please specify possible approached in free text box below.

Disagree

Q5. Autonomy: IoT applications could interfere with individuals’ autonomy when decisions are taken by autonomous systems.

Agree

Q6. Fairness and social justice: Current developments of IoT applications need to take into account the different capacities, constraints, needs and expectations of individuals.

Strongly agree

Q7. Trust: I am concerned about the governance of the quantity of data that will be resulting from the interaction of objects, i.e.how they are used, stored, accessed, by whom.

Strongly agree

Q8. Please insert comments here, if you wish – maximum 10 lines

Fulfilment of the values mentioned in this section (Identity, Autonomy, Fairness and Social Justice and Trust) is essential to guarantee universal access to IoT and achieve that all people, regardless of their abilities, can enjoy advantages and benefits provided to society by this new technological development.  These accessibility criteria must be compatible and coexist adequately with other criteria of equal importance, such as data security and integrity, users’ decision-making ability, etc.

In relation to Q4, we do not think that there would be circumstances where 'explicit consent' would not be possible.

Section 4: Ethics - Group 2 - procedural issues

Q1. Governance of ethical considerations in IoT: It would be sufficient to establish an "IoT ethical charter" outlining the ethical principles to be respected by any relevant entity when designing, developing and deploying IoT technologies and applications.

Strongly disagree

(a) If you agree, please identify key ethical principles which you consider should be part of such charter: Please state here- maximum 10 lines

(b) Who should be involved in the definition of an “IoT ethical charter”? Please state here – maximum 10 lines

Please insert comments here, if you wish – maximum 10 lines

Section 5: Open object Identifiers and interoperability

Q1. A number of use cases and business scenarios will require sharing a given IoT platform between multiple service providers.

Strongly agree

Q2. A number of use cases and business scenarios will require access to multiple IoT platforms by a single service provider.

Strongly agree

Q3. The Internet of Things identifier policy should promote business models for open interoperable platforms. (other option: vertically integrated business models.).

Strongly agree

Q4. To preserve competition, IoT identifiers should be openly accessible (e.g., like an url name or telephone number).

or

The use of closed identifiers that belong to the service provider (e.g., the SIM card on the mobile phone) is a better option.

("strongly agree"/"agree": openly accessible identifiers are the better option "disagree"/"strongly disagree": closed identifiers are the best option").

Strongly agree

Q5. There are other conditions than open identifiers that need to be satisfied to ensure IoT platform interoperability.

Strongly agree

Q6. There is a need of unique identifiers for the IoT and of an organisation allocating them.

Strongly agree

Q7. Please insert a comment here, if you wish – maximum 10 lines

From the accessibility point of view, the ideal setting would be a unique IoT, with different service providers which could be accessed from different platforms. These platforms will be responsible for the implementation of accessibility required to ensure universal access.

Where data is shared, we believe that there should be clear traceability. In addition, it should be technically possible to share personalised or protected data without giving away identity information. 
Section 6: Governance - part 1

Q1. There is one Internet, with resources globally available. There should be one IoT (other possibility: multiplicity of IoT silos without interoperability per application domains).

Strongly agree

Q2. In general, IoT physical world infrastructure is an issue for IoT Governance.

Strongly agree

Q3. Potential environmental disruption due to IoT technologies is an issue for IoT Governance.

Strongly agree

Q4. Collective issues of IoT device deployment (functionality, reliability, safety) are issues for IoT Governance.

Agree

Q5. Governance addressing infrastructure and functionalities of the IoT are already covered by the Internet Governance framework.

Disagree

Q6. Please insert a comment here, if you wish – maximum 10 lines

IoT governance will use the infrastructure and functionalities of Internet governance but it will have to add its own specific infrastructure and functionalities.

From our point of view, interoperability and accessibility are key principles that must be part of the IoT governance principles. In addition, we would like to stress that the IoT doesn't stand alone, it is a vehicle for the provision of services - therefore we believe that specific governance authorities responsible for these services need to be involved in IoT governance mechanisms. 

Section 6 - Governance - part 2

Q1. A multi-stakeholder platform is needed to address IoT Governance issues.

Agree

Q2. Existing multi-stakeholder platforms (IGF, OECD, IETF, ITU…) are suited to address IoT Governance issues.

If the answer is "disagree" or "strongly disagree", please give your views in free text box below as to

what the optimal IoT Governance multi stakeholder platform should be.

Disagree

Q3. Soft approaches are the most appropriate to implement an IoT Governance Framework.

Disagree

Q4. Hard approaches are the most appropriate to implement an IoT Governance Framework.

Agree

Q5. A mix of hard and soft approaches are the most adapted to implement an IoT Governance Framework.


Strongly agree

Q6. Please insert comments here, if you wish – maximum 10 lines

A multi-stakeholder platform may be able to address IoT governance issues, but only if it has teeth. On current evidence, the existing multi-stakeholder platforms mentioned in Q2 have failed to deliver accessibility.

In relation to the implementation of the IoT governance framework, we need 'hard approaches' to deal with enforcement of accessibility features as well as soft approaches that can be responsive to industry requirements in a fast moving environment. 

Section 7: Standards for meeting policy objectives

Q1. The policies addressed under an IoT Governance framework need to be implemented with the development of global standards.

If the answer is ”strongly agree" or "agree”, please shortly indicate policy requirements needing global standards in free text box below.

Strongly agree

Q2. IoT Governance should have a role in determining a reference architecture for IoT standards.

Strongly agree

Q3. Existing standardisation frameworks (e.g., M2M) should be considered as reference framework for further IoT standardisation.

Agree

Q4. Please insert comments here, if you wish – maximum 10 lines

The policies to be fulfilled by global standards include the ones reviewed in this questionnaire (privacy, security, data protection, autonomy, etc.) and also accessibility understood as the possibility to have access to objects regardless of physical, mental or sensorial abilities of each individual, his/her economic circumstances, etc., in other words, they will seek to ensure universal accessibility.

Finally, the policies addressed under an IoT Governance framework need to be implemented with the development of global standards for IoT interoperability and accessibility.

We are happy for our contribution to be made public.
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